Bryant University

Division of University Advancement

Confidentiality Guidelines and Agreement for Staff and Student Workers
Introduction
Members of the division of University Advancement (UA) regularly receive,  process, store and distribute confidential information on prospects, donors, and regarding contributions to the university.  The purpose of these guidelines is to ensure that this information is handled appropriately at all times and that the relationship of trust between the university and its constituents is upheld.

What is Considered Confidential Information
· All UA electronic and hard copy files, both constituent and project/program related, are considered confidential information.
Storage of Confidential Information
· The “main files” are the principal repository for hard copy information on donors and prospects.  Most individual, corporate and foundation constituent files are stored offsite; however, some files are stored onsite and miscellaneous hard copy file pages are often onsite.  For policies and procedures related to the physical storage of individual, corporate and foundation constituent files, please reference the policy document entitled, “Main Files: Policies and Procedures.”
· Electronic copies of documents containing confidential researched information should be saved on the UA Research drive.  It is recommended that these documents are secured with a document password. 
· Computer disks and paper documents containing confidential information should be secured at all times.  Individuals who leave these items on their desks at night should lock their offices.  Individuals who cannot lock their offices should find other ways to secure this information (e.g., removing it from plain view and/or locking it in a file cabinet or drawer).
· When UA staff members leave their positions they should review the files on their hard drives to ensure that confidential files are erased or securely transferred to another staff member.  

· UA employees leaving their positions should ensure that hard-copy files containing confidential information are secured in a locked desk, file cabinet, or office, or given to the appropriate supervisor.
Transferring Confidential Information:
· Electronic copies of documents containing confidential information should be shared within the division using the division’s common drive (G:) rather than transferring via email, which is not a secure method of transfer for confidential information.  
· File transfers within the University but outside the division can be done by using the University’s secure file transfer site (please see the IT website for these instructions). 
· File transfers to external vendors require that a confidentiality agreement be signed before the transfer takes place and should be accomplished using the vendor’s secure file transfer site.  

· Information that is needed immediately should be hand-delivered or faxed.  If it is faxed, the cover sheet should be marked CONFIDENTIAL, and the sender should call the recipient to let him or her know when to expect it.

Distribution of Information to External Constituents/Parties:
· Out of courtesy to our constituents, public (name and address) information should not be shared with external constituents or unaffiliated parties without permission of the constituent.  Also, to ensure that privacy rights are maintained, nonpublic information (giving history, prospect information, etc.) should NEVER be shared with external constituents or unaffiliated parties.  Alumni seeking information on other alumni should be referred to the online community website.

· Lists containing names, addresses, giving histories and other data should only be shared with external partners of Bryant University if a confidentiality clause or agreement has been signed by the partner and a representative of the University. External Partners include but are not limited to the following:

- Research firms who provide updates to biographical, address and/or screening data

- Program partners such as consultants, online directory firms, and telefund firms who
   provide services to UA in support of current and/or future advancement initiatives. 

· Confidential information must not be given, sold, leased, loaned or traded to unauthorized individuals or institutions.

· Confidential information on donors and prospects is the property of Bryant University.  Staff members who leave their positions with the university must not share this information with future employers or other institutions.

Distribution of Information to Internal Constituents/Parties:
· Research reports, giving histories, and other documents containing confidential information should be distributed to authorized university employees on a “need to know” basis only.  Anyone who requests or obtains such information must have a compelling business reason for doing so, must use it solely to advance development efforts at Bryant, and must maintain the information in a secure and confidential manner.  Inquiries regarding the appropriateness of the dissemination of information to internal constituents should be referred to the Director of Advancement Services for clarification.

Distribution of Information to Volunteers:
· Constituent lists and edited research reports may be released to volunteers acting on behalf of the University.  Items that should be excluded from these reports include (but are not limited to) sensitive personal information, specific financial data, and detailed giving information.  Volunteers should be clearly informed that the material they are receiving is confidential and that it should be returned or shredded when no longer in use.
Disposal of Confidential Information
· Paper documents that contain confidential information should be shredded (not recycled or ripped into pieces and discarded) as soon as they are no longer needed.

· Electronic documents, including e-mail messages and computer files, should be deleted as soon as they are no longer needed.

Electronic Access Codes (userIDs and passwords)
· Computer network, development database and third party partner passwords are NEVER to be shared with other individuals.  Additionally, providing access to confidential electronic files to non staff members via “sharing” of electronic access codes and/or by enabling VPN access is strictly prohibited.
I have read, accept and will abide by the policies outlined in this University Advancement Confidentiality Guidelines document.
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